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Introduction

Navigating complex risks

and opportunities

The life science sector has evolved
rapidly in recent years during a period
of scientific breakthroughs, from gene
and cell therapies to biologics and
new vaccines.

But the speed of change has also brought challenges.
Some innovations have failed to meet initial
expectations, and concerns about the rising costs

of drug development have increased. Meanwhile,
companies have struggled to find people with the highly
specialized skills they need.

How is the industry adapting?

In our second Life Science global survey, we asked

400 senior decision makers about how they view this
changing landscape. What are their main risks and
opportunities? How are they managing emerging risks
and challenges and how are they planning for the future?

We found that firms are concerned about a range of
issues, such as increasing regulation, data privacy, lack
of talent, product contamination and scarcity of raw
materials, and the impact that any or all of these issues
could have on their brand and reputation.

But they are also forging ahead in new markets and
finding novel use cases for existing drugs, devices and
therapies. Looking to the future, there’s an increasing
focus on launching products, expanding internationally
and using automation and smart manufacturing to
increase efficiency and overcome workforce issues.
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About the survey

8

When
January 2024

Who

400 senior decision makers, including
CEOs, directors and managers of risk,
finance, operations, research and legal.

Where
Countries across Europe, North America,
Asia-Pacific and Latin America.

Sectors

Pharmaceutical and biotech, contract
manufacturing, medical devices, contract
research organizations, generic/specialty
drug manufacturers, diagnostic labs,
therapeutic research and development,
and nutraceutical and over the counter.

Business type:

Combined research and manufacturer
(51%); established manufacturer (32%);
established research business (17%).

Size

87.5% of companies valued over $100
million, 12.5% up to and including
$100 million.

Find full details of our sample and methodology
on page 25.



Key findings
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Expansion and new products are top priorities
Expanding international footprint and launching
new products to market were ranked by 35%

and 33% of respondents respectively among their
top strategic priorities for the next two years.

This is a big shift from a more cautious approach
in 2022 when collaborations and mergers and
acquisitions (M&A) were the main priorities.

Repurposing favored over new

drug development

42% placed repurposing existing drugs for new
use cases among their greatest opportunities,
while 66% rated it as a leading emerging theme
affecting the sector. As the cost of new drug
development increases, repurposing may be
seen as the most effective way to get new
products to market.

Smart manufacturing seen as key to success
Smart manufacturing was the leading digital
transformation opportunity, named by 67%

of respondents among their top five, with
automation at 56%. These technologies can
increase both reliability and efficiency, while
also helping to plug some of the gaps in the life
science workforce.

Firms are exploring the potential of Al

Artificial intelligence (Al) and machine

learning are also seen as an aspect of digital
transformation that offers the greatest
opportunities, ranked by 55% of respondents, up
from 50% in our previous survey. Al offers huge
potential in everything from drug and device
development to manufacturing.
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Regulation is top external risk factor

Increasing regulation was the number one
external risk, ranked by 53%, up from 39% in our
previous survey. Regulation was also the leading
challenge firms face in addressing their risks at
51%, reflecting its impact on issues such as drug
pricing, data privacy and Environmental, Social
and Governance (ESG) strategy.

Reporting and disclosure concerns are growing
Reporting and disclosure was the aspect of
climate risk businesses were most concerned
about, named by 58% of respondents. ESG
reporting was a top governance risk factor for
45%, reflecting new legislation on sustainability
reporting in Europe, the U.S and other countries.

Reputational risks rising in complex

risk landscape

Reputation was cited by 47% among their

top internal risks (up from 29% in 2022) and
M% as a leading external risk. Facing a complex
range of business risks, firms appear concerned
about their ability to spot which issues might
pivot into a reputational event and prevent that
from happening.

Supply chain shifts lead to stockpiling concerns
Stockpiling and panic buying emerged as the
sector’s biggest supply chain risk over the next
two years, ranked by 61% (35% in 2022). As more
life science companies see a return to normal
operations post-pandemic and others seek to
bring operations in house, there appears to be a
general increase in the need for buffer stocks to
protect against inventory shortfalls.
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Top risks

Greatest risks to business success in the next 3 to 5 years (rank 1/2/3/4/5)

2024

2022

Internal factors Internal factors

1. Brand and reputational risk 477 1. Data privacy/informed consent 467
2. Data privacy/informed consent 45<y 2. Labelling and packaging 447
3. M&A risks 447 3. Product safety failure/product recall 407
4. Failure to innovate and meet .
customer needs 41% 4. M8A risks 39%
5. Product contamination 41 % 5. Talent acquisition and retention 387
2024 2022

External factors External factors

1. Changing or increasing regulation

53.

1.

Environment/climate change/ 44
[+)
extreme weather %

2. Brand and reputational risk

41.

Cost and availability of inputs including 43
materials and energy %

3. Price and scarcity of raw materials

40.

Cyber risks 40%

4. Intellectual property/intangible
asset issues

38

Changing or increasing legislation 39%

5. Big data/data privacy/informed consent 37%

Social inflation/rising cost of litigation 36%
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Objectives and strategy

Life science firms look for

expansion through efficiency

Companies are looking to launch
products and expand into new markets as
the sector returns to traditional business
priorities after the rollercoaster ride of
the last few years.

This contrasts with our previous survey, which came
after a period of extraordinary innovation, but also severe
upheaval due to COVID-19. It showed a strategic focus on
industry collaborations and a cautious approach to new
product development.

That caution now appears to have eased. In our 2024
survey, expanding international footprint and launching
new products to market emerged as the leading strategic
objectives over the next two years, ranked by 35% and
33% respectively among their top three, up from 17% and
16% in 2022. The drive to expand was greatest in Europe
(43%) and Latin America (41%).

Working smarter is key strategic focus

However, while focused on expansion, firms are aiming
to achieve their objectives by increasing their efficiency
and making better and smarter use of existing resources,
with groundbreaking discoveries less of a priority at least
in the short term.

When asked about their greatest opportunities over the
next two years, 47% named increasing technology and
automation in production (53% Latin America) and 44%
new ways of working among their top choices. More than
4 in 10 cited repurposing existing drugs for new

use cases.

With patent cliffs impending for some major
medications, and slower than expected progress in
developing new cell and gene therapies, repurposing
existing drugs may be a quicker way to get new products
to market and generate growth.

Overall, the results indicate a shift back to a more normal
state as the sector returns from pandemic to

an endemic phase and companies refocus on

the commercial aspects of their business, as well

as the clinical.

Sector faces lasting workforce challenges

Top obstacles to achieving strategic goals were internal
culture not aligned with objectives, ranked by 34%
(41% in Europe) and difficulties attracting and retaining
talent (27%).

These findings highlight the ongoing problems life
science firms face as the skills they need become ever
more specialized and the right people harder to find
post-pandemic. With gaps in the workforce, and large
numbers of them working from home, it can be harder to
get everyone facing in the right direction.
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Figure 1: Figure 2:

Greatest obstacles to achieving
your strategic objectives

Top strategic objectives next 2 years

0% 10% 20% 30% 40%

Expanding international footprint 0% 10% 20% 30% 40%

I, 35%
1%

Launching new products to market
I 33%
I 1e%

Developing manufacturing capability
I, 23%
— 22%

Increasing dividends
I 25
I 20%

Increasing liquidity
I 25
I 18%

Improving margins
I 229
I 21%

Extending the lifecycle of current products and assets
I 20%

0%

Industry collaborations to accelerate innovation / R&D
I 18
e 30%
Reducing costs

I 17%
R 22%

Strategic acquisitions or divestments of companies,
divisions and / or licenses

I 16
. 30%
Organic growth

I 16
. 24%
Accelerating R&D

I 12%
. 25%
Stabilizing the business

I 12%
A 24%
Capital expenditure investment
I 115
I 19%

IPO

I 2

N 2%

B 2024 (400) M 2022 (626)

Q: What are your organisation’s top strategic objectives for the next

2 years?

Rank 1/2/3
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Internal culture not aligned with objectives
I, 3%
e 25%
Increased regulation / regulatory hurdles
I, 33%
— 21%
Difficulties in attracting and retaining talent
I 27%
R 22%
Geopolitical instability
. 26
0%

Pricing pressures, including value-based pricing
I, 26%
I 20%
Manufacturing problems
I 259
I 20%

Supply chain disruption
I 259
R 24%
Competing demands on healthcare budgets
I, 249
0%

Rising costs

Capacity constraints
I 14%
I 20%
Lack of time for strategic focus
I 14
I 20%

A lack of suitable acquisition targets at realistic price
I 14%
R 22%
Lack of access to capital
I 1195
I 20%
Legacy system constraints
I o
— 21%
IP Challenges

I 32

I 18%

B 2024 400) M 2022 (626)

Q: What are the greatest obstacles to achieving your strategic
objectives?

Rank 1/2/3



Figure 3:

Greatest opportunities for the life sciences sector over the next 2 years

0% 10% 20% 30% 40% 50%

0% 10% 20% 30% 40% 50%

Increased technology/automation in production
N, 7%
1%

New ways of working
I 2 2%
I 28%

Repurposing existing drugs for new use cases
I, 429
0%

Rising global demand for healthcare services
I, 41%
I 27%

Industry collaborations
I 39%
R 35%
Increasing patient centricity
I, 7%
R 27%

Ageing and changing populations
I 2%
R 29%

Data, artificial intelligence and machine learning

B 2024 400) M 2022 (626)

Q: What are the greatest opportunities for the life sciences sector
over the next 2 years?

Rank 1/2/3/4/5

Digitalized assessment and diagnosis
I 30%
I 26%

Greater collaboration between commercial organizations,
regulators, and authorities

I, 27%
— 29%

New clinical trial models, including virtual, adaptive, hybrid
and decentralized trials

[ 279
I — 34

Embracing sustainability

Personalized medicine
I 21
. 29%
Cannabidiol (CBD) products
I 21
I 23%

Gene therapies

I 19%
I 2%
Cell therapies including mRNA
I 5%
. 32%
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Technology and emerging themes

Smart technologies are seen as key to future

SUCCCSS

Using technology to increase
manufacturing productivity, reduce
costs, and optimize operations emerged
as one of the sector’s standout priorities
over the next two years.

Smart manufacturing was the leading digital
transformation opportunity, named by 67% of
respondents among their top five. Automation at 56%
was also near the top of this list along with artificial
intelligence (Al) at 55%, while manufacturing was named
by 59% among their best opportunities to reduce costs.

Automation can save time and cost

In a highly specialized industry, with highly technical
processes, each of which must be perfect every time,
there’s huge scope for systems based on technologies
such as Al and internet of things (IoT) that can increase
both reliability and efficiency. A report by McKinsey
found that biopharma facilities using a range of digital
technology and advanced analytics saw a 25-40%
increase in plant capacity and a 15-20% reduction in
lead times.’

Automated technologies can also take some of the
manual labor out of the production process, freeing
people up for higher-level tasks and helping to plug
gaps in the workforce that the sector has been
struggling to fill.

"McKinsey & Company Reimagining the future of the biopharma industry

Firms mine data to repurpose drugs

Improved data and data access was also a top

digital transformation opportunity, ranked by 67% of
respondents. The ability to gather and exploit data is
increasingly key to success in life science — for example
being able to mine research clinical trial results to find
new use cases for existing drugs.

In related findings, two-thirds (66%) named repurposing
existing drugs as an emerging theme that will have the
greatest impact on the sector in the next three to five
years (71% in Europe), while a similar number (63%) said
the high cost of new drug development would have the
greatest negative impact.

The cost of development and questions about funding
can act as a brake on the development of cutting-edge
new treatments. For example, a single gene therapy

for one person can cost several millions. Healthcare
providers can be slow to adopt such treatments because
they need to find all of that money up front. It requires

a huge shift in the funding model compared to existing
treatments.

https://www.mckinsey.com/industries/life-sciences/our-insights/reimagining-the-future-of-biopharma-manufacturing
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Figure 4:

Greatest digital
transformation opportunities

0% 10% 20% 30% 40% 50% 60% 70%

Figure 5:

Emerging themes that will have the
greatest positive impact

0% 10% 20% 30% 40% 50% 60% 70%

Smart manufacturing
I, 7%
I 52%

Improved data and data access
I, 7%
i 52%

Digital health
. [

0%

Automation

O E
I 52%

Artificial intelligence and machine learning
I 559%
e 50%

E-commerce

I, 50°%

Blockchain

. 5%
T 4%
Telemedicine

I 342
. PpBLA
Wearable tech

I 23%
N 53%
Software as a Medical Device (SaMD)
I 20%
T a9%
Hybrid working

I 12
A a9%
Quantum computing

I 112
e a9%
B 2024 (400) [ 2022 (626)

Q: Which aspects of digital transformation offer the greatest
opportunities to your business in the next 3 years?

Rank 1/2/3/4/5

Repurposing drugs for new use cases
. [A
A%

Digital transformation
I, 559%
. PpuLA
Evolving regulation of clinical trials
I 48%
e 53%
Health and race equity
I, 45%
T 50%
Personalized medicine
I, 45%
= s1%
Development of cannabidiol (CBD) products
. 0%
N 50%

B 2024 400) M 2022 (626)

Q: Which of these emerging themes will have the greatest positive
impact over the next 3 to 5 years?

Rank 1/2/3

Figure 6:

Emerging themes that will have the
greatest negative impact

0% 10% 20% 30% 40% 50% 60% 70%

High treatment costs of new therapies
I 63%
. gty
Manufacturing process contamination, for example nitrosamines
I 59%
a1

Issues related to informed consent
I, 50%
. gty

Evolving regulation of clinical trials

Potential long-tail liabilities from cell and gene therapies
I 4 4%
I 53%

Potential long-term complications of new vaccine/mRNA technologies
I 20%
I 56%

B 2024 400) M 2022 (626)

Q: Which of these emerging themes will have the greatest negative
impact over the next 3 to 5 years?

Rank 1/2/3
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Cyber and data

New technologies bring
new cyber and data risks

Clinical trials

Make sure you are prepared for
trials in new territories

n

From manufacturing to medical devices,
the reach of technology into life science
ﬂ | | 0 Q

keeps expanding. This can have far

— .

@ reaching unforeseen consequences
beyond your IT infrastructure, potentially including
bodily injury.

i —

Think of medical devices linked to smartphone apps
that monitor patients’ status minute by minute and
regulate drug flow accordingly. If even one of those
phones was hacked, it could cause incorrect doses
and significant physical harm. The knock-on impact
could lead to business interruption, inability to
provide patient services and reputational damage.

Cyber-attacks can also impact intangible assets such
as trade secret-protected source code for medical
device software and proprietary research data.

Although cyber security controls in the sector have
improved, we are still seeing large ransomware
events, such as the attack that shut down a major
supplier to the U.S. health sector, in early 2024.

New technologies can also increase the risk of
breaching data privacy. U.S. hospitals are facing class
actions after pixel tracking technology used to learn
more about patients was found to gather their data
without consent.

With each new piece of technology, you need to be
aware of any weak points and potential unintended
uses and strengthen your controls accordingly. New
risks and liabilities may not be accepted by insurance
underwriters. You should also talk to your brokers to
analyze your specific exposures, establish what cover
you have in each case, and create bespoke solutions
for any problematic risks.
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Fears about the operation of new

clinical trials appear to have faded,

as hybrid, virtual and decentralized
clinical trials have become part of
everyday practice and found their niche within the
research and development (R&D) eco-system. Only
8% ranked them as a top risk, down from 31% in our
previous survey.

However, 45% of respondents still cite evolving
regulation of clinical trials as having a potential
negative impact over the next three to five years.
This may be due to an increasing focus on
ensuring drugs can be safely used by ageing and
changing populations.

This was exposed during the pandemic when there
were concerns about whether vaccines had been
tested enough on the widest range of ethnicities
and demographics. As a result, life science firms are
now carrying out more clinical trials in territories
where they have not done them before. These shifts
may involve greater risk and complications, such as
getting approvals from local ethics committees.

If you are planning trials abroad, you should make
sure that you understand local requirements and
that your insurance will extend to those territories
and cover all of the risks involved. Contact your
broker early so that they can review these points and
arrange certificates of insurance coverage in good
time before the trial is due to begin.



Risk landscape

Rising regulation and enterprise
risks heighten reputational concerns

Regulation and reputation risk have risen
to the top of the life science agenda as
companies feel the heat over a range of
issues such as drug pricing, data privacy,
product contamination and climate.

Regulation: Changing and increasing regulation was
named by 53% among their top external risks (57% Asia
Pacific), up from 39% in our previous survey. Issues
contributing to this result include price controls imposed
by the U.S. Inflation Reduction Act, which could have a
negative impact on life science companies’ research and
development activity. Firms may also be reacting to a
rise in inspections as authorities ramp up enforcement
activity delayed by the pandemic, and increasing
reporting and disclosure requirements, particularly
around climate and ESG (see page 16).

Data privacy: Data privacy, named by 45% of
respondents among their top internal risks, is another
issue driving regulation. In an increasingly digitalized
industry, with life science companies collecting and
processing more data on patients and participants in
clinical trials, the risk of a data breach or inadvertent
misuse of data, looms ever larger — along with the threat
of high penalties and losses as a result.

Supply chain: While third party supply of ingredients and
raw materials remains of huge importance in life science,
many firms are looking to bring previously outsourced
operations in house, while also switching from just-in-
time to just-in-case inventory. There appears to be shift
toward larger buffer stocks to allow for supply chain
disruption, leading to concerns of stockpiling and panic
buying. This emerged as the supply chain risk with the

greatest impact over the next two years, ranked by 61%
(69% Latin America), up from 35% in 2022. As these
trends continue to play out, pharma companies may
also find it harder to find the right partners or source
the supplies they need. Contract manufacturing issues
(52%), and shortages in logistics and warehousing, raw
materials and components all featured highly among
supply chain risk factors.

Product risk: Product contamination was named by 41%
among their top internal risk factors, up from 26% in our
previous survey, reflecting a rise in litigation and claims
in this area which we believe to be driven by concerns
about contaminants such as per- and polyfluoroalkyl
substances (PFAS). The changing regulatory environment
has also driven manufacturers to test for new
contaminants not previously tested for. This means the
target is continually changing for manufacturers. Many
of the active ingredients used in drug manufacturing
are produced by third parties in countries such as China
and India. These supply routes are drawing increasing
scrutiny from regulators and driving additional concern
about the potential for contamination feeding into end
products within the supply chain.

Reputation: If a product has to be recalled, more than
half of our respondents (52%) ranked reputational
damage among the greatest impacts. Combined with the
other risks discussed here, this may help to explain why
reputation has risen to the top of the risk agenda, cited
by 47% among their top internal risks (up from 29%) and
2% as leading external risk (also up from 29%). In a more
complex operating environment, it becomes harder to
spot the early signs of an issue and resolve it before it
pivots into a reputational event.
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Figure 7:

External factors that pose
the greatest risk to your
organization’s success

0% 10% 20% 30% 40% 50% 60%

Figure 8:

Internal factors that pose the greatest
risk to your organization’s success

0% 10% 20% 30% 40% 50% 60%

Changing or increasing regulation
I, 53%
T 3%
Brand and reputational risk
I, 41%
I 29%

Price and scarcity of raw materials
I £0%
0%

Issues with intellectual property / intangible assets
I 38%
I 33%

Big data / data privacy / informed consent
. 37%
— 1%

Supply chain disruption
I 36%
R ze%
Environmental risk / climate change / severe weather events
I, 5%
I aacs
Rapid digitalization
I 4%
R ze%
Inflation and cost pressures
I 349

0%

Competition

I 31%
1%
Geopolitical risks
I 31%
I 33%

Social inflation — rising costs of litigation
I 31%
" 6%
Cyber risks

I 312
T 20%
Price controls

I 25

0%

Pandemics

I 5

I 33%

B 2024 (400) M 2022 (626)

Q: Which of these external factors pose the greatest risk to your
organization’s success?

Rank 1/2/3/4/5
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Brand and reputational risk
I <7
I 29%

Data privacy / informed consent
I 45%
IR a8%
M&A risks
I, 4 4%
R 39%
Failure to innovate and meet customer needs
I 1%

0%

Product contamination
I 1%
. 26%

Supply chain and infrastructure risk
I £0%
I 33%

Internal cyber risk
I 38%
" 35%

Talent acquisition and retention
I 36%
e 3%
Property risks

I 359
I 35%

Labelling and packaging
I 35%
A%
Product safety failure / product recall / product liability
. 32%
T 40%
Capital availability

I 259

0%

Directors & officers liability risk and cost
I >:%
R ze%

Cash flow / liquidity risk

I 1

0%

Hybrid / virtual / decentralized trials, including recruitment
I s

I 1%

B 2024 400) M 2022 (626)

Q: Which of these internal factors pose the greatest risk to your
organization’s success?

Rank 1/2/3/4/5



Figure 9:

Supply chain risks that will impact on
your business in the next 2 years

0% 10% 20% 30% 40% 50% 60% 70%

Panic buying and stockpiling
I 61%
I, 35%

Contract manufacturing issues
I 529
0%

Logistics and warehousing shortages
I 50%
N 30%

Natural disasters
I, 2%
R 37%

Raw material shortages
I 42%
I 38%
Component shortages
I 10%
I 34%

Packaging shortages

Geopolitical instability
I 36%
I 37%
Cyber risks

I 32%
I 38%
Just-in-time operating models
I 1%
I a2%
Shipping container shortages
I 1%
I 36%
Shortage of talent

I 23%
. puA
Regulation of clinical trial management suppliers (CMOs)
I 15

0%

B 2024 400) M 2022 (626)

Q: Which supply chain risks will have the greatest impact on your
business in the next 2 years?

Rank 1/2/3/4/5

Supply chain

Analytics is key to managing supply chain
risks and maximizing cover

Increasing political and economic
_\ uncertainty and concerns about over-
J dependence on critical suppliers and

countries are leading life science firms
to insource more of their activities. Many are
becoming their own logistics providers, building

or buying warehousing space. However, finding

alternative suppliers of ingredients or raw materials

is complicated in life science because of the
difficulty of getting suppliers and processes
approved by regulators.

Many firms focus on bankruptcy reviews to stress
test suppliers. While financial review is important, it
often fails to account for physical risk, which could
be critical, especially for single source and sole
suppliers. For example, a supplier may have excellent
financials and be able to recover from a major
incident like a fire. However, if they manufacture

a critical component or active pharmaceutical
ingredients (API) in only one location,

their customer is still left with a significant
contingent exposure.

We recommend a broad-based risk review for all
tiers of suppliers, especially given that contingent
business interruption insurance cover is typically
limited in capacity and not available for second
and third tier suppliers unless specifically named
on the policy.

It is vital to quantify contingent business interruption
risks with insurers. Coverage is available, but not
automatic. More insurers also expect companies to
use technologies that monitor temperature-sensitive
cargoes in transit and may charge higher premiums
or deductibles to those that don’t. The cost of these
systems is getting cheaper — firms should consider
technology adaptation sooner rather than later.

Firms are starting to use data science and artificial
intelligence (Al) to build their supply chain
knowledge, get a more exact picture of demand
patterns, stock levels and material requirements, to
improve inventory planning and control.

Analytic tools such as WTW’s Global Perils Diagnostic,
which has a supply chain module, can help firms
assess risks such as natural disasters and political
instability. It allows you to map all of the links and
assets in the chain, giving you a panoramic overview
of dependencies and risk factors to enable better
decision making.
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Directors and Officers liability

Individual director responsibilities
continue to tighten

Marine cargo

How to protect sensitive cargoes
throughout the logistics chain

Directors and officers liability (D&Q) is less
® @ of arisk factor than in our previous survey,
Q ranked by 24% among their top internal
concerns compared to 36% last time. This
may be because the cost of D&O insurance has fallen
and capacity increased, giving respondents greater
reassurance that they can afford the cover. We've
also seen a reduction in the number of claims since
the pandemic, with a notable reduction in

class actions, which has contributed to a softening
in the market.

However, the risks to directors are still increasing.
Our survey results show increasing concerns about
regulation, which also emerged as a top 5 risk factor
in WTW’s latest D&O survey. We're seeing an ever-
increasing focus from regulators and governments on
individual responsibilities with regulators in countries
such as the UK, Ireland and Australia tightening their
rules. With reporting and disclosure requirements
increasing in areas such as ESG, directors are signed
up to statements that were never required before.

In life science, there is also a heightened risk of
litigation over potential data privacy breaches or if
directors are seen to misrepresent the prospects

for new drugs and treatments that do not transpire.
Although claims are fewer than in other sectors, they
tend to be of higher severity.

Tools such as WTW’s D&O Quantified can help you
understand the full range of your risks, measure
the potential for litigation and claims over the next
year and help you develop strategies to reduce
those risks.
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Getting pharmaceutical products and
components from production to customer
can be fraught with risk. With geopolitical
and trade tensions growing, firms need to
consider the impact of a single blockage in transit
and the knock-on impact of delays. Likewise, any
incident while goods are in storage can be very
costly. Exposure to excessive moisture, smoke or UV
light can be enough to cause spoilage.

With large quantities of raw materials and finished
goods being shipped and stored by third parties,
concentrated in particular locations, there’s a

large accumulation of risk. Firms need to make sure
they understand their logistics chains, the potential
pinch points, and have strong agreements in place
with suppliers to cover any contingencies and
apportion responsibilities.

They also need to review their cover. Property
insurance will not cover delays and most policies
do not respond to spoilage or deterioration in the
absence of physical damage. Cover for temperature
sensitive products in transit is also being restricted.

Stock throughput insurance can cover those gaps by
providing seamless door to door cover for goods in
transit and in storage, regardless of how often they
are moved. It offers broad cover for the financial
impact of delays and non-damage related spoilage
and deterioration. Cover can be based on the selling
price of goods rather than the value at the time of

an incident.

Stock throughput can also be used in a structured
way in tandem with property policies, for example to
buy down large deductibles or cover specific areas
such as cold chain risks.



ESG risks

Higher reporting and disclosure
requirements are key ESG risk

Our survey suggests that firms are
struggling to fulfil their reporting and
disclosure obligations around climate and
ESG and are more worried about physical
risks of climate change than they were
two years ago.

When we asked which aspect of climate risk businesses
were most concerned about, the number one answer
was reporting and disclosure requirements, named by
58% among their top three (62% North America). ESG
reporting was a top governance risk factor for 45%,
second only to data protection and privacy.

These findings show how heavily prioritized reporting
has become. In the last year, a series of regulations have
come into force including the Corporate Sustainability
Reporting Directive (CSRD) in Europe, while the Security
and Exchange Commission (SEC)'s climate rule is
pending in the U.S. Investors are also increasingly
demanding transparency on these issues.

Physical climate risks increasing

Life science companies are also increasingly concerned
about physical climate risks. Almost half (48%) said
natural disasters were among their biggest supply chain
risks (59% Latin America), up from 37% in 2022, while
58% named natural resources, such as water, among
their top environmental concerns.

As well as water supply and scarcity, this result may
reflect the difficulty of sourcing water that is free of PFAS
‘forever chemicals’ If traces of these chemicals make
their way into products, life science firms could find
themselves exposed as PFAS chemicals are excluded
from most general insurance policies.

Longer term changes linked to climate could also impact
life science. For example biodiversity loss could shrink
the natural sources for potential new drugs. We could
see shifts in the disease burden as tropical diseases
move north, or a rise in water borne diseases due to
increased flooding and storm surges. These changes
could pose risks but also opportunities for the sector.

Health equity is a leading social risk

Health and race equity and access to medicine remain
high on the ESG agenda, both named by 44% among
their leading social concerns — and by 45% as a positive
emerging theme.

There’s a growing expectation that healthcare solutions
should be accessible and equitable for all populations,
regardless of race or socioeconomic status. This is
putting pressure on life science firms but can also be
an opportunity — understanding and addressing health
disparities can be a driver of new solutions, helping to
open new markets and expand the customer base.
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Figure 10:

Aspects of climate risk firms are most concerned about

0% 10% 20% 30% 40% 50% 60% 70% 0% 10% 20% 30% 40% 50% 60%

Reporting and disclosure requirements Investor and consumer requirements
58% 50%
62% 47%
51%
53%
52%

Meeting emissions targets Physical risks to property

Transition and adaptation risks Reputational risk
53%
49%

57%
57%
53%

B Total (400) M North America (175) [ LATAM (75) B EMEA (75) B APAC (75)

Q: As a business, which aspects of climate risk are you most concerned about?

Rank 1/2/3
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Figure 11:

Governance factors that pose the
greatest risk to your business

0% 10% 20% 30% 40% 50% 60%

Figure 12:

Social factors that pose the greatest
risk to your business

0% 10% 20% 30% 40% 50% 60%

Data protection and privacy
. 7%
R 39%

ESG reporting
I, 45%
R 34%

Health and safety
I 429%
T a3%

Executive compensation

Audit committee structure and board composition
I 37%
— 1%

Drug pricing
I 3%
N 23%
Whistleblower schemes
I 25
3%
Lobbying and political contributions
I 24%
I 30%
Bribery and corruption

I 0%
I 33%

B 2024 400) W 2022 (626)

Q: Which governance factors pose the greatest risk to
your business?

Rank 1/2/3

Employee engagement
I 5%
T 20%
Health and race equity
I, 4 4%
R 22%
Access to medicines
I, 4 4%
R 22%
Labor standards
I 3%
I 222
Human rights
I 37%
R 38%

Drug pricing

I 35%
I 30%

Community relations

Gender, race, and diversity
I 16
L Ki

B 2024 @400) M 2022 (626)

Q: Which social factors pose the greatest risk to your business?

Rank 1/2/3
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Climate

Turning 2030 pledges into reality is an increasing challenge

Many firms across industry, including life
science, set 2030 climate goals that were
not matched by enough detailed policy or
enforcement activity. Now they are coming
under pressure from governments and regulators
to deliver. Investors and stakeholders are also
demanding greater transparency on how they are
managing both the physical risks and the transition
to a green economy.

Double materiality— taking account of the risks

to both the company and the planet, as well as all
environmental and social risks embedded in the
supply chain — is becoming the standard approach
to sustainability reporting, increasing the disclosure
burden. Companies could face new liability
exposures if they are not seen to be accountable and
making progress towards climate goals.

The best strategy is to take a stepwise approach,
understanding and quantifying risks to identify
what is material to the business before acting to
address them.

19 / Global life science risk report 2024

« Physical risks: Firms should identify, rank and
prioritize climate-related hazards at key locations
and critical suppliers and assess the potential
financial impact if incidents happen. Consider
measures such as climate modelling to quantify
these risks and decide what adaptations are
needed to mitigate them and what risks you need
to transfer.

« Transition risks: Identify risks and opportunities
to your business from the transition to a low carbon
economy driven by potential changes in regulation,
technology advances, market shifts and consumer
and investor sentiment. Quantify how these
forces will affect your business model and future
cash flows.

WTW offers wide ranging climate consultancy
services that can help life science businesses
through this process, as well as industry-leading tools
such as Climate Quantified and Climate Diagnostic.




Risk management

Companies are gaining more control over risks

but weaknesses persist

Life science firms appear to have deeper
understanding of their risks and are
better equipped to manage them than
they were two years ago. However, risk
management processes remain weak in
key areas such as intellectual property.

When asked about the greatest challenges to
addressing their risks, 30% said lack of knowledge and
understanding of risks, down from 43% in our previous
survey. This suggests that firms are gaining greater
visibility of where risks can come from across their
business and supply chain.

Obstacles to risk management have reduced

Similarly, the number citing lack of internal risk
management tools and insights was down from 46% to
33%, while those saying lack of access to insurance fell
from 50% to 35% (28% Asia Pacific). This may be a result
of falling prices for insurance in areas such as directors
and officers (D&QO), making cover more affordable for
many companies.

We were also encouraged to see business continuity
planning continue to rise as a priority — 85% now
have a formal process embracing the whole business,
compared to 77% in 2022.

These findings are positive, especially at a time when the
risk landscape is becoming more complex and changing
rapidly — driven by forces such as increasing regulation
and geopolitical uncertainty, which took the top places
in our list of challenges to addressing risks at 51% and
48% respectively.

IP risk management processes are weak

However, we’ve seen little improvement in the processes
in place to manage key risks including intellectual
property (IP), the lifeblood of the industry’s innovation
and product pipelines. Only 8% had the highest level of
risk management maturity in this critical area, while 44%
said they had either no standardized risk management
process or that it did not operate consistently or
effectively. Most of these risks are not covered by
insurance — see panel on page 23.

With climate-related extreme weather on the rise, it
appears that firms are also unsure about the level of
cover that they have for property risks in their supply
chain with 87% saying that thought there was some
cover somewhere in the chain but were unsure if it
was sufficient.

Taking an enterprise

risk management approach

Without a systematic approach to risk management
that touches every part of your business, it’s hard to
capture all of the critical risks that could affect you,
understand the impact and know what controls to
put in place to mitigate them.

Using enterprise risk management (ERM) can enable
a better understanding of risks and help you manage
them effectively to help your meet your strategic
objectives. This starts with defining risks, assessing
the specific vulnerabilities for your business, what
could trigger them and how a situation might play
out and affect the organization.

Once risks and consequences have been defined,
ERM then asks what you can do to prevent or avoid
the risk and minimize the damage if it occurred.
Outputs of the process can include measurable
indicators of risk that can be monitored to gauge the
effectiveness of risk controls and a scale of financial
impacts with consequences for the business at each
level. This can also help you to prioritize critical risks
to inform better risk governance.

WTW specialists can carry out an ERM review to
assess the full range of interconnected risks affecting
the business or individual risk factors that cut

across many areas, such as the impact of artificial
intelligence or geopolitical tensions.
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Figure 13:

Greatest challenges to addressing
your risks over the next 3 to 5 years

0% 10% 20% 30% 40% 50% 60%

0% 10% 20% 30% 40% 50% 60%

Regulation
., 51%
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Geopolitics
I, 48%
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Lack of budget
I 4 49%
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Lack of board buy-in
I 40%
T a1%

B 2024 400) W 2022 (626)

The economy

I 35%
_ 45%
Lack of access to insurance and risk transfer solutions
. 35%
T 50%
Lack of internal risk management tools and insight
I 33%
e 26%
Lack of knowledge and understanding of these risks
I 30
. a3%

Q: What are the greatest challenges to addressing your risks over the next 3 to 5 years?

Rank 1/2/3

Figure 14:

Risk management approach for key risk areas

Intellectual Property/intangible assets

L 8%l 2l ] 33%] 1%

Bio terrorism

2%l 26%l ] 22% | 9%

Trade credit

L10% L 22%

Clinical trials

L te%l o 2e% ] ] 20% 7%

Cyber

sl a1l ] 1% (6%

Directors and Officers

sl 27l ] 19% [6%

B Risk management is embedded in strategic planning, capital
allocation and other business processes. Limits and early
warning systems are in place to identify breaches and require
corrective action from board and management

B Risk management is coordinate across business areas. Tools
and processes are used. Risk identification, monitoring,
measurement and reporting are in place

[ Risk management processes are in place and operated in a
timely, consistent and sustained way. Action is taken to address
high priority issues

Property damage and business interruption

2%l g%l ] 23% (5%

Errors and Omissions

4%l 29%l o] 18%]5%

Environmental

2%l 35l ] 19% 14

Product liability

Ll 3%l ] 229% 14

Product recall

7l 2e% 8% ] K

Supply chain

sl 3s%l o] 13% ] [l

B Risk management processes are in place, but they may not
always operate consistently and effectively. Certain risks
are defined and managed in silos, rather than consistently
throughout the organization

[l We do not have standardized risk management process,
and rely on the individual efforts of staff to identify, monitor
and manage risks

Q: Please indicate your organization’s approach to risk management for each of the risks.
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Figure 15:

Insurance for the impact of extreme weather events in your supply chain

26%

5%

87%

19%

8%

Adverse weather somewhere in our supply

chain could have a serious financial impact

on our business and we have no insurance
for this

B 2024 400) W 2022 (626)

We have some coverfor extreme weather
events somewhere in our supply chain, but
not sure if it is sufficient

We have cover that ensures extreme
weather somewhere in our supply chain
would not have a serioues imoact on our

business/financial results

Q: What best describes your insurance for the impact of extreme weather events in your supply chain?
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Property

More work needed to manage R&D and
supplier risks

Physical assets can be just a small part of

what’s lost when a life science facility is

damaged or destroyed. The bigger cost

can be the research and development
that’s tied to that location, potentially setting multi-
billion projects back by years.

The speed of vaccine development during the
pandemic shows how much R&D can quickly inflate
the values of assets that need to be protected. Life
science companies should continually assess their
exposures throughout the R&D process from the
early to final stages and consider how research
should be protected, the cost if it was lost, how
quickly it could be replaced, and which risks should
be transferred to the insurance market.

Companies in our survey appear unsure what
property cover they might be able to call on if an
extreme weather event struck their supply chain.
This could be a major concern as climate change
intensifies, especially given the sector’s high
reliance on third party manufacturers of active
pharmaceutical ingredients (APIs).

Insurance markets are increasingly selective

about who they provide with contingent business
interruption cover. Mid-market life science
companies often face obstacles based on the risk
quality of the suppliers and their facilities, especially
those located in third world countries.

To overcome these issues, firms should speak to

their brokers to get a better understanding of what’s
required and communicate this to suppliers helping
them provide markets with reassurance about control
measures and risk quality.
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Intellectual property

Insurance can be part of the solution to
manage your IP risks

Intellectual property (IP) underpins

most of the drugs, medical devices

and technologies that power the life

science business — and with the rapid
development of new treatments and technologies,
its importance is growing all the time. The risks of
infringement are increasing — IP was in the top 5
external risks identified by our survey.

Contrary to perceptions in our survey, these risks
are not well covered by insurance. Almost two-thirds
(63%) said that IP was covered either by specific or
general insurance. However, general liability, cyber
and some D&O policies have exclusionary wording
around IP, specifically patent infringement and trade
secret misappropriation. Very few life science firms
have standalone IP cover.

This is partly because of a lack of appetite in the IP
insurance market for big pharma, blockbuster drugs
and generics, because of the frequency and scale of
lawsuits associated with them. But cover is available
for smaller and mid-market companies and for some
new technologies, novel drugs and treatments.

WTW has developed an exclusive Intangible

Asset Protection insurance product that protects
non-public, proprietary intangible assets, such

as trade secrets and proprietary data, against
misappropriation, disclosure, loss, destruction, or
damage due to insider actions. While capacity can be
limited, our IP insurance placement specialists work
with you to understand your IP risk profile, quantify
your risks and determine the best risk management
and risk transfer options for your situation.



2 o

Conclusion: working smarter

to overcome challenges

Our survey suggests that the stunning
scientific breakthroughs of recent years
have come up against the realities

of drug development setbacks and
healthcare systems struggling to meet
the rising cost of treatments.

As these issues work themselves out, life science
businesses are focusing on smart technologies to

help them increase production efficiency, find new
applications for existing drugs and devices and expand
into new markets.

These shifts will change the sector’s risk profile. New
technologies bring risks of cyber-attack and data
breaches, while new product supply chains can bring
greater exposure to external threats from political
instability to climate change, added to rising risks
associated with regulation.

Our survey shows that businesses are working

to strengthen their resilience in the face of these
challenges. As part of this process, it is a good idea to
reassess the critical issues specific to your business,
review where you need to focus, how you can manage
the key risks you face, and where you might need
more protection.

WTW offers a range of insurance and consultancy
solutions that can support you through this process,
helping you quantify, model, mitigate and transfer your
risk, while protecting your reputation.
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Survey sample and methodology

Our survey was carried out by our partner Coleman
Parkes research in January 2024, using a mixture of
phone interviews and web-based survey forms. We
received 400 responses from senior decision makers
within life science businesses based in Europe, North
America, Asia-Pacific and Latin America.

Study detail

Methodology
Phone to Web:
n =400

Sample size

« North America (175)
« EMEA (75)

« APAC (75)

« LATAM (75)

Audience profile

Decision makers and partial decision makers in risk
management in life sciences companies

Fieldwork dates
January 2024

Job Titles

0% 5% 10% 15% 20% 25% 30%

Finance
. 29%
General counsel/legal
. 27%
Operations manager
I 219

Risk manager

I 11%

Research director

I o

CEO or equivalent

I 3o

Revenue

B Up to and including US$100m

[ Over US$100m

Company status

2024

0% 20% 40% 60% 80% 100%

Publicly traded

I, 65.5%

Not publicly traded

I 34.5%

Sector splits

Nutraceutical and B Diagnostic laboratories

over-the-counter (OTC)

Contract manufacturing [l Contract research organizations
organizations (CMO) in (CRO) in Life Sciences sector
Life Sciences sector

B Medical device / digital
health companies

B Generic / specialty
drug manufacturers

B Pharmaceutical
and biotech

B Therapeutic research
and development
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For more information, please contact:

Asia

Ben MacCarthy

Head of Casualty, Asia

+852 2195 5885
benjamin.maccarthy@wtwco.com

Australia and New Zealand

Brett Sampey

Associate Director

Financial and Executive Risk (FINEX)
+61 410 032 657
brett.sampey@wtwco.com

CEEMEA

Thomas Haddrill
Head of Broking, CEEMEA
thomas.haddrill@wtwco.com

Europe

Victor De Jager

Head of Property for Europe

(Part of the Direct and Facultative GLoB)
+31 6 2111 6250
victor.dejager@wtwco.com

Belgium

Beata Kaczynska-Lombardi

Global Pharma and Health Sciences Industry Lead
+322 663 87 09
beata.kaczynska-lombardi@wtwco.com

Denmark

Kasper Dybmark

Partner, Large Accounts

+45 88 13 98 66
kasper.dybmark@wtwco.com

Germany

Martin Carbon

Managing Director

+49 69 15055534
martin.carbon@wtwco.com

Ireland

Yvonne Hourigan

Account Director

+ 353 (0)1 669 4456
yvonne.hourigan@wtwco.com

Italy

Paolo Molteni

Chief Commercial Officer
+39 347 969 3730
paolo.molteni@wtwco.com

North America

John Connolly

North American Industry Leader — Life Sciences
+1610-254-5686

john.a.connolly@wtwco.com

Steve Feick

Director, Life Sciences Industry Vertical
484-846-1288

steve.feick@wtwco.com

South America

Eduardo Michelin

Director

+55 11 2161-6040
eduardo.michelin@wtwco.com

Roman Mesuraca

Regional Head of P&C — LatAm

(Part of the Direct and Facultative GLoB)
+54 11 4945-3614
roman.mesuraca@wtwco.com

UK

Edward Hunter

Life Sciences Broking Leader

(Part of the Direct and Facultative GLoB)
+44 20 3124 6477
edward.hunter@wtwco.com

Kiran Nayee

Head of Casualty for Europe

(Part of the Direct and Facultative GLoB)
+44 (0) 7770971345
kiran.nayee@wtwco.com

Neil Emerson

Head of GB Life Sciences
+44 7507 763508
neil.emerson@wtwco.com
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Disclaimer

WTW offers insurance-related services through its appropriately licensed and authorised
companies in each country in which WTW operates. For further authorisation and
regulatory details about our WTW legal entities, operating in your country, please refer to
our WTW website — https://www.wtwco.com/en-gb/notices/global-regulatory-disclosures

It is a regulatory requirement for us to consider our local licensing requirements.

The information given in this publication is believed to be accurate at the date of
publication shown at the top of this document. This information may have subsequently
changed or have been superseded and should not be relied upon to be accurate or
suitable after this date.

This publication offers a general overview of its subject matter. It does not necessarily
address every aspect of its subject or every product available in the market and we
disclaimer all liability to the fullest extent permitted by law. It is not intended to be, and
should not be, used to replace specific advice relating to individual situations and we do
not offer, and this should not be seen as, legal, accounting or tax advice. If you intend to
take any action or make any decision on the basis of the content of this publication you
should first seek specific advice from an appropriate professional. Some of the information
in this publication may be compiled from third party sources we consider to be reliable,
however we do not guarantee and are not responsible for the accuracy of such. The views
expressed are not necessarily those of Willis Towers Watson. Copyright Willis Towers
Watson 2024. All rights reserved.

About WTW

At WTW (NASDAQ: WTW), we provide data-driven, insight-led
solutions in the areas of people, risk and capital. Leveraging the
global view and local expertise of our colleagues serving 140
countries and markets, we help you sharpen your strategy, enhance
organizational resilience, motivate your workforce and maximize
performance. Working shoulder to shoulder with you, we uncover
opportunities for sustainable success — and provide perspective
that moves you. Learn more at wtwco.com.

wtwco.com/social-media

Copyright © 2024 WTW. All rights reserved.
FPS7039534M WTW_145668_04/24

wtwco.com
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